TLP: GREEN

PekomeHgaumm

NO MPUMEHEHNIO KOMMNEHCUPYOLLMX MEp U
pearMpoBaHuIO Ha aTtakn, CBA3aHHbIE C
CMS «1C-butpukc: YnpaBneHune cantom»

www.cvberok.ru

01 moHa 2023 r.
Bepcus 1.0



OrnaBneHne
1 OOLLAA MHADOPMALIMS .....eeeeeeeiiiieeeeeeeeseesesnneansssssssssssssssseeeeee e s s nnnnnnnssssssssssssssssssrennnnnnn 3
2 ACNONBb3YEMBIE YASBUMOCTM ...euuueennnnrrnrrersrrrssssssssssssssssssssssssssssssssssssssssssssssmsssnmnssssns 3
2.1 Arbitrary Object Instantiation B moayne «Onpochl, ronocoBaHusi»/«Vote» .3
2.2 Arbitrary File Write B moayne «BusyanbHbIN PEOAKTOPY ....covvvrrrssrsssssssssnnnnnes 4
3 OnucaHve AeNCTBUN NOCTIKCTITYATALIMM ....covevrrrrrrrnnnnnnnnnnnsssssssssssssssssssmmmssmssnnnnnnsnnes 4
4 OnucaHue pearMpoBaHUS HA YCMELUHYHO ATAKY ..ceuuuuussssssssssssrmmmmmmmmmmmnnnnnssssssssssssssss 5
4.1 NOCHTUMMKALIMS ....coeeeeeecieieeceenie s e s ssnmnsss s s s s nmas s s s s s s nnns s s e nesnnssssssessnnnsssnserennnnnnnns 5
4.1.1 lMpoeepka cpeactBamu «1C-BUTPUKC:TTOUCK TPOSHOB ...cceeeeeeeeeeeeeeeeeeaaeeeeeeeeeeeeeee 5
4.1.2 MNMposBepka no xypHanam aoctyna K WEB-cepBepy...........ccceevviiiinnnnnnnnes 5
4.1.3 NonCK HOBbIX BPEAOHOCHbIX (PAMSIOB......ccivirrrrrrrrrrnnnnnnnsssssssssssssssssssnnnnnns 5
4.1.4 NMounck MoANMDULMPOBAHHDBIX (PAMSIOB......ccovirrrrrrrrrrennnnnssssssssssssssssssrssennnns 6
4.1.5 NMONCK 3aKPENITEHUA JOCTY M. cceuuunnnnnssssssssssrrssrsrrnmnnnsnssssssssssssssssssssssmmnnnn 7
4.2 COCPKUBAHME.......ccieeeeennnieereennnsssserennnssssssrsnmnssssssrsnnnssssssemnsnnssssssessnnnsssnsenennnnnnnns 8
5 OumncTKa 3apaXkeHHOro y3ra U BOCCTAHOBMEHUE MPUIOKEHUE .....oeueereuereeerenresseesanesseesanss 8
6 PekomeHaaumm no 3awwmte WEB-NPUSTOKEHUSA ......ceeeeiiiiieceeicserrreensss s e s enmssssseeennnas 9
7 BoccTaHoBneHne paboTOCNOCOOHOCTN B CNYYAE BNTOKMPOBKM ........currrrrrmerrisssnnessssnnnsnnas 9
LS o T =TT = 10



1 O6wan nHdpopmauus

26.05.2023 6bina npoBegeHa MaccoBbli Aedenic Beb-cepBepoB  HaUMOHAaNbHOMO
cermeHTa P® ceTu HTepHeT.
B kadectBe uenu artakm BbicTynana CMS Bitrix. B xope paccnegoBaHune 6bino
YCTaHOBIEHO, YTO MaccoBble B3oMbl Oblnn NpoBeaeHbl 3aroas, B HaunHas ¢ 2022 roga
yepes M3BECTHbIE YA3BUMOCTH, BKkNtodad CVE-2022-27228.
3noyMbiLNeHHNKOM Obin ycTaHoBMNEH 63Kka0p, NO3BOMAOLWMI cO34aBaTb NPON3BOSIbHbIE
dannbl 1 BbI3biBaTb kOMaHabl OC. 26 mas B panoHe 14:00 6akgopy 6bina gaHa komaHga
Ha 3aMeHy T[faBHOW CTpaHUUbl canTa. TexHu4yeckoe onucaHue aTakm Obino
ony6nmMkoBaHo nNo Ha gopyme pa3paboTUNKOB.
e https://dev.1c-
bitrix.ru/community/forums/messages/forum6/topic147346/message731078/#message?
31078

3avacTylo B3flOMaHHble CalTbl BOCCTAHAaBMMBAKOTCA M3 Pe3epBHOM KOMWUW, HO 3TO He
pewaeT npobnemMy, NOCKONbKY BOCCTaHaBNMBaeTCA U 63KOoOp, YTO AaeT BO3MOXHOCTb
3M10YMbILLSIEHHMKY MOBTOPUTL aTaky.

Kpome TOro, ecnm ys3BMMOCTb He Obina yCTpaHeHa, 3MOYyMbILSIEHHUKN MOryT CHOBa
B3NloMaTb CepBep W YCTaHOBUTbL Moaudukauuto 63kgopa, 4To HabnogaeTcs B
HaCTOALLMA MOMEHT.

Llenbto aTakyroLmx SBRASOTCS:

e Bce He obHoBnéHHble Bepcun «1C-butpukc: YnpasneHne cantom» (Bitrix Site
Manager). Cnegyet o6paTtnTb BHUMaHUE, YTO NOCIE OKOHYaHUSI CpoKa AeNCcTBUS
nnueHsnn, obHoeneHne MO He BbINOMHSETCS.

e OO6GHoBneHHble Bepcun «1C-buTpukc: YnpaBneHne camtom» C He3aKpbITbIMU
YySI3BUMOCTSIMMU.

e OO6HoBNeHHble Bepcun «1C-butpukc: YnpaeneHme camntoMm» C YCTaHOBIEHHbLIM
6akgopom.

2 Ucnonb3yeMmble yA3BUMOCTHU

2.1 Arbitrary Object Instantiation B moayne «Onpochl, ronocoBaHus»/«Vote»

Mogyne «Onpocbl, ronocosaHusi» («Vote») nosBonseTr npoBOAUTb OMpPOCbl WU
rorocoBaHunsA, KOTOpPble NOMOratoT y3HaTb MHEHME Norb3oBaTenen canTa.
JKcnnyaTtaums  ys3BMMOCTM  MNO3BOSISIET yAareHHOMY 3r0YMbILUSIEHHUKY 3anucaTtb
NPousBOSbHbIE  hannbl B CUCTEMY  MNOCPELCTBOM  OTMpaBKM  crieyunanbHO
ChOpMUPOBaHHbLIX CeTeBbIX NakeToB. [laHHas yA3BMMOCTb MNPUCYTCTBYET B Mogyne
«vote» CMS «1C-butpukc: Ynpaenenune cantom» o sepcum 22.0.400 Bcex pegakummn,
Kpome «CTtapT».
O6Lee onucaHne ysa3BMMOCTU NPeACTaBEHO MO CreayoLmMM CCbifnkaMm:

e https://bdu.fstec.ru/vul/2022-01141

e https://safe-surf.ru/upload/ALRT/ALRT-20220712.1.pdf

e https://helpdesk.bitrix24.com/open/15536776/




17.03.2022 yassumocTtu 6bin npuceoeH Homep CVE-2022-27228.

23.05.2022 B nybnuyHoM AocTyne nosiBMNCS AOKYMeHT «attacking_bitrix.pdf», raoe
pa3bupanucbk HoBble ys3BUMOCTM B CMS «1C-Butpukc» n metoabl ux akcnnyarauuu,
Bkntodas CVE-2022-27228. B a3tom JokymeHTe onucaH cnocob akcnnyatauuu
yassumoctn CVE-2022-27228, npyBOAALWMA K BbINOSTHEHUIO MPOU3BOSIbHbLIX KOMaHA
HeaBTOPM30BaHHbLIM MOrb30BaTENeM.

Ecnn Ha WEB-cepBepe BkntodeHo norvposaHve POST-3anpocoB, TO B pesynbraTte
ycnewHon akcnnyataumm CVE-2022-27228, B nor dann 3anuMweTtca CTPOokKa,
cogepxawas ycnewHsin POST-3anpoc k panny «/bitrix/tools/vote/uf.php»

Mpumep :

***POST
/bitrix/tools/vote/uf.php?attachld[ENTITY_TYPE]=CFileUploader&attachld[ENTITY |
D][events][onFilelsStarted][]=CAllAgent&attachld[ENTITY _ID][events][onFilelsStarte
d][]=Update&attachld[MODULE _ID]=vote&action=vote HTTP/1.0" 200 ***

2.2 Arbitrary File Write B Moayne «BusyanbHbin pegaktop»

B ocHoBHyto kogoByto 6a3y «1C-butpukc: YnpasneHne cantom» BXOOUT CRYXEOHbIN
moaynb «filemany», peanusylowun BO3MOXHOCTb BudyanbHoro HTML-pegaktopa. B
cocTaBe 3TOro Moaynsa npucyTcTByeT yassumbin ckpunT «html_editor_action.php».
JKcnnyaTtauus ys3BMMOCTM 3Toro cpamna ananornyHo CVE-2022-27228 nossonset
HeaBTOPU30BAHHOMY 3M0YMbILLUNEHHUKY yOaneHHO BbINOSTHATL NPOU3BOSbHBLIN KOA Ha
LLleneBon cucTeme.

B pesynbTaTe ycnewHoW 3kcnryaTauuuM 3TOM YyA3BUMMOCTW, B for dpanrne nosBuTCA

CTPOKa, cogeprkawlas yChMeLHbIN POST-3anpoc K danny
«/bitrix/tools/html_editor_action.php»
Mpumep:

***POST /bitrix/tools/html_editor_action.php HTTP/1.0" 200 ***

3 OnucaHne AencTBUM NOCTIKCNNyaTauum

OcHOBHble OenCTBUA Nocre aKcnnyaTaummn:
3ameHsieTcs index.php B kopHeBown anpektopun WEB-npunoxeHus;

[ ]

e BCTpauBaHue BpedoHocHOoro koga B PHP-ckpunTel Mogynen;

e ypansertcsa cpann /bitrix/.settings.php;

e CO37alTCA CKpUNTbl AreHTOB C BPEAOHOCHBIM KOAOM MM MOAUAULMPYHOTCA
CYLLECTBYIOLLNE CKPUMTDI;

e yaanswT [faHHble u3 Tabnuy 6as3bl gaHHbix b _iblock, b_iblock element,
b_iblock_element_property;
co3gaHue dannos .htaccess Bo Bcex katanorax WEB-npunoxeHus;
cosgaHune PHP-ckpunToB B gupektopum /bitrix/admin/ ¢ nponsBosibHbIMK MeHaMu
drannos;

e NT. A



4 OnucaHue pearMpoBaHUsA Ha yCreLHY0 aTaKy

4.1 Wpentncpukaumsn

4.1.1 NMpoBepka cpeactBamu «1C-butpukc:flonck TpossHoB»

Heobxoanmo ycTaHOBUTL M3 KaTanora rotoBbix peweHunn «1C-butpukc:ounck
TPOSHOB» M 3aNyCTUTb CKaHMpoBaHue. [Ana aToro Heo6Xxo4MMO OTKPbITh NaHesb
ynpaBreHna canta n nepenTn Ha CrieayoLyo BKIaaky:

HacTtporiku — bitrix.xscan — Nouck n MNMowuck (6eTta).
Moaynb oTcKaHMpyeT BeCb CalT 1 0TOOPasunT BbISIBIIEHHbIE NOA03PUTENbHbIE (harnbl.

4.1.2 NMpoBepka no xypHanam aoctyna K WEB-cepBepy

MpoBepuTb dakT ycnewHon akcnnyatauun CVE-2022-27228.
Mpumep KOMaHabl NOUCKa:

grep -E 'POST /bitrix/tools/(html_editor_action.php)|(vote/uf.php)' /var/log/www.access.log* | grep

'200"

AHanornyHbim o6pasom NpoBepUTh 3anpochkl K pannam ns Tabnuusl Ne2 ¢ kogom oTBeTa
200.

AHanornyHbiM obpasom nposeputb POST-3anpockl ¢ kogom oTBeTa 200, cogepxaiume
CTPOKMU:

dparMeHT CTPOKM

bitrixxx
BX STAT
BX TOKEN

Ana ‘BX_STAT’ nowucka ny4iue BOCNONb30BaTbCA perynapHbIM BblpaXKeHUeM:
‘BX_STAT[E]

4.1.3 NMounck HOBbIX BPeAOHOCHbIX pannosB

1. TllpoBepuTb Hanuune HETUNUYHbLIX annoB. bbinM BbISBNEHbl criegyloume
NHOUKaTOPbl KOMNpOMETaLunK:

Tabnuua Ne2. 'HaukaTopbl KOMNpomMeTaumm

Uma danna OvpekTopus Mpumep KoOMaHAbI ANSA NOUCKa
xmlrpcs.php Ucnonbaytotea pasnuddble | find ./ -name xmirpcs.php
KaTanoru
inputs.php Mcnonb3aytotea pasnuyHble | find ./ -name inputs.php

KaTanoru
pPEKOMEHIYETCS UCKINIOYMTL U3 Noucka
nernTuMHbIA cann:
/bitrix/modules/sale/lib/delivery/inputs.php

l.php /bitrix/src/app/ find ./ -name |.php
/bitrix/tools/spread.php /bitrix/tools/

/bitrix/
access.php /bitrix/modules/iblock/lib/biz | nto6on na ganos B ykazaHHON
wp.php proctype/ aupexkTopuu
term.php
locale.php
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themes.php
network.php
container.php
router.php
wp-login.php

hp

/bitrix/tools/send_trait_imap.p

/bitrix/tools/.cas.php
/bitrix/tools/.cas.tmp.php

2. PekomeHgyeTcs obpaTuTb BHMMaHWe Ha BCe pansibl C HECNOBapHbIM, CIly4yanHO
creHepupoBaHHbIM MeHeM M3 Habopa cMMBONoB [a-z, 0-9] B kaTanore /bitrix/admin/ n B
KOpPHEBOW OMpPeKTOopun canTa.

Bbinn BbisBNeHb! hansnel BUAa:

/bitrix/admin/f408f2b7df70.php
/bitrix/admin/8f1c222aae51.php
12469a41bac71.php
/98826/bfd99.php

4.1.4 NMounck moanduMpoBaHHbIX ¢hannos

Kpome co3gaHnsa HOBbIX (panfioB, 3rOYMbILUSIEHHUKA MOTYT BHOCUTb W3MEHEHUS B
cywecTteyowme dannsl C Uenbio BCTpamBaHUS BpPedoOHOCHOro koga. [Ans aToro
HeobxoanMMOo NPOBEPUTL HaNMYne B UICXOQHOM KoAe NPUoXeHus pparMeHToB CTPOK U3
Tabnuubl Ne3.

dparMeHT CTPOKM

str rotl3

md5($_COOKIE

bitrixxx

eval(base64 decode

BX STAT

BX TOKEN

parse_str(hex2bin

iasfgjlzcb

QIhfVEILRU4=

gzinflate(base64 decode

C.AS

urldecode(base64 decode(hex2bin

Tabnuuya Ne3

N3 pe3ynbTaToB noucka no «str_rot13» HeobxoaMMo NCKMYMTL cnegyowmne dannbi:

/bitrix/modules/main/classes/general/vuln_scanner.php

/bitrix/modules/main/lib/search/content.php
bitrix/modules/socialnetwork/lib/item/logindex.php

B atux cpannax dpyHkumna «str_rot13()» ncnonb3ayeTcs No yMon4aHuio.

Ana noncka cannos ¢ ‘BX _STAT’ nydwe BOCNONb30BaTbCA pPerynspHbIM BblpaXeHnem

BMaa:

‘BX_STAT[E]




T.K. aprymeHT ‘BX_STATE’ ncnonssyetcs no yMon4yaHuio B NErmTMMHbIX dpannax.

Mpymep KoMaHAabl AN noucka NoAo3pUTENbHbIX (halnos:

'str_rot13|md5\(\$_COOKIE|bitrixxx|eval\(base64 decode|BX_STAT["E]|BX_TOKEN|parse_str\(hex2binl|i
jlzcb|QIfVE9LRU4=|gzinflate\(base64 decode|C\.A\.S|urldecode\(base64 decode\(hex2bin' /¥

N3BeCTHble (pansbl, B KOTOPbIE BCTpaMBaeTCA BPeAOHOCHbIN KOA:
/bitrix/modules/main/include/prolog_after.php
/bitrix/admin/security_file_verifier.php
/bitrix/modules/main/bx_root.php

Cnepnyet obpaTnTb BHMMaHMe, YTO UCKaTb CTOUT HE TOMbKO NO dhannam npunoxXeHus
(.php), Tak kak 3rOYMBbILUSIEHHUKM B TOM YMCIE UCMOMb3YHT TEXHUKY C 3anucblo channa
“.htaccess” ansa nameHeHnsa koHduUrypaumm seb-cepaepa.

4.1.5 MNowuck 3aKkpenneHnsa aoctyna

1. MpoBepuTb NNAHNPOBLLMK 3a4a4 (Cron) Ha HanNu4ne HenerMTUMHbLIX 3aJauv:

Is /etc/cron

2. Ha crtpaHuue co cnuckom AreHtoB «1C-Butpuke» (/bitrix/admin/agent_list.php)
NPOBEPUTL Bbl3blBaeMble (PYHKLUN Ha Hann4ve BpeJoHOCHOro Koaa.

[ns aToro He06XoAMMO OTKPbITb NAaHEeNb yNpaBneHus canTta u NEPENTN Ha CreayrLLyto
BKNaaKy:

HacTpouku > HacTtpounku npoaykra > AreHTbl

HasBaHune areHTa mMoxeT ObITb NtobbIM, HO, CKOpee BCero, BpeAOHOCHbIN AreHT byaeT
BMAEH BU3yanbHO. Takke BUOHO Hanuume yHkumm eval(), KoTopyto areHTbl cogepaTb
He OOSTKHbI:

Ynpasnexve macltabuposaHnem

- D Moaynb DyHKums areHTa

O6nauHble xpaHunmwa

o+ Hacrpoiiku npogyxkra
2 26 search CSearchSuggest::CleanUpAgent();
Cairol

AA3bIKOBbIE NapameTpb! 27 search CSearchStatistic::CleanUpAgent();

MouTosbie 1 CMC cobbitus

1 main SarAgent[*NAME"]:#;2a%>hX!C?)gPRgZ/Ac5 %k #WK2 Ym"yWhiz,B*~gP0q); >UBbMW1ArtzJ2y_tOV eval#8rva,$B 2:mQ (/*>Z+1§
Moaynun 'b3%56%57 %27 %47 %02%e6%27 %57 %47 %56 %27 %90%a0%d7 %90%a0%b3%92 %27 %42 %82 %c6 % 16 %67 %56 %90 %<
Qj")#Rr2%..8/Q"x@XXZF?m"<Vun|sNe; Tn& ) /'~mB3ag~3IW.6w~R!qZ(KBg2|D=Ga=WFALle]rJKxh7*//:T=C8Cu+ ") GEj@Bgomv,

Hactpoitku mogynei
2 main CCaptchaAgent::DeleteOldCaptcha(3600);

ABTOKEWnpoBaHne

o J 3 main CSiteCheckerTest::CommonTest();
KoMnoauTHlit cain

O6paboTka agpecos 4 main CEvent::CleanUpAgent();

3. NpoBepuTb UHbIE CNOCOBLI 3aKpensieHnst 4OCTyNna Ha yane.

KapTa c onncaHmem tunosbix cnocobos 3akpennerHnsa B OC Linux:
https://pberba.github.io/assets/posts/common/20220201-linux-persistence.pdf

Linkn ctaten, onucbiBalOLLMX NOUCK TEXHUK 3aKpensieHnsl, OTPaXKeHHbIX Ha KapTe:
https://pberba.github.io/security/




4.2 CpepxuBaHue

B cny4yae, ecnu HeT BO3MOXHOCTN 06HOBUTE CMS [0 akTyanbHOM BEPCUM MOXHO
3abnokuposaTtb POST-3anpochkl Kk ya3BMMbIM doarinam.

4.2.1 Mogundumkaumsa cpannos WEB-npunoxeHus

[nsa kaxgoro canta Heobxoanmo moamdmumnpoBaTb creaytowme annoi:
/bitrix/tools/upload.php
/bitrix/tools/mail_entry.php
/bitrix/modules/main/include/virtual file system.php
/bitrix/components/bitrix/sender.mail.editor/ajax.php
/bitrix/tools/vote/uf.php
/bitrix/tools/html_editor action.php
/bitrix/admin/site_checker.php

Mepen dyHKUmMen «require_once» [obaBuTb cnegyowmm Koa;

if (83 SERVER['REQUEST METHOD'] === "'POST') {
header("Status: 404 Not Found"),
die();

/

4.2.2 OrpaHu4yeHue aoctyna K yasBumbiMm chamnam cpeactesamu WEB-cepBepa

Hob6aeuTb B kKOHpUrypaumo WEB-cepBepa 3anpeliatouime npasuna.
Mpumep npasun ana NGINX:

location /bitrix/tools/vote/uf.php {
if ($request_method = POST ) {
deny all;

/

!

s
location /bitrix/tools/html_editor_action.php {
if ($request_method = POST ) {
deny all;
/

/

4.2.3 OrpaHuyeHue aoctyna K yassumbiMm channam cpeactsamm WAF/NGFW

3anpeTtutb NpsamMble obpalleHus POST-3anpocamm k hannam:
/bitrix/tools/html_editor_action.php
/bitrix/tools/vote/uf.php

5 OumncTKa 3apaxeHHOro y3rna U BOCCTaHOBIIEHMe NpUNoxeHue

1. OctaHoBuTb cnyxby WEB-cepBepa.
2. NpoBepuTb Hanu4ne NHoOro paboTarLlero B NnaMmsiT npouecca, ncnonustowero PHP
N OCTaHOBUTb 3TOT MpoLEeCC.

3. Ounctntb cache WEB-npunoxeHus.
4. YpanuTb BbISBMNEHHbIE paHee CTOPOHHUE BpedOoHOCHble dhannbl (n. 4.1.1, n. 4.1.3, n
4.1.5).



5. NpoBepuTb pe3epBHYIO KONUo canTa aHanorndHo n. 4.1.1,n.4.1.3,n. 4.1.4,n. 4.1.5.
B cny4ae obHapyxeHns Bpe4OHOCHbIX 06bEKTOB, yaanuTb BPeAOHOCHbIE 00BbEeKTbI Unn
nMnrnemMeHTaunm BpegoHOCHOro Koaa.

[ononHNTENbHO pekoMeHayeTCa NCNONb30BaTb MEXaHNU3M KOHTPOSS LefIoCTHOCTH
dannos

(https://dev.1c-bitrix.ru/user_help/settings/security/security file_verifier.php)

6. BoccTaHOBUTL CalT 13 pe3epBHON KOMUU.

7. NpoBepuTb paboTOCNOCOBHOCTL BCEX pa3fernoB canTa.

8. O6HoBUTL «1C-Butpunke: Ynpasnenune cantom» n PHP go aktyanbHbIX BEPCUN.

6 PexkomeHgauuu no 3awmute WEB-npunoxeHus

[MepeBecTn cant Ha akTyanbHyto Bepcuto PHP 8. MHcTpykums.
O6HoBnaTb «1C-butpuke: YnpasneHne cantom» 40 akTyarbHbIX BEPCUN.
YCTaHOBUTb, BKITKOYUTb N HACTPOUTL COrMacHO pekoMeHaauusm MogyIu:

o «[poakTmeHbI hunbtp (Web Application Firewall)»

o «KOHTPOJSIb aKTUBHOCTUY»
BbinonHute npoeepky WEB-npunoxenunsa cpeacteamm « CkaHep 6e3onacHoOCTU»
3akpbITb 4OCTYN K dhannam Ha ypoBHe cepBepa (Hanpumep, B .htaccess):

o /bitrix/tools/upload.php
/bitrix/tools/mail_entry.php
/bitrix'modules/main/include/virtual_file _system.php
[bitrix/components/bitrix/sender.mail.editor/ajax.php
/bitrix/tools/vote/uf.php

o /bitrix/tools/html_editor_action.p

e [lpoBepuTb 1 BKNOYNTL NornposaHue cobbitnin goctyna k WEB-npunoxeHuto

(Bce TMnbI access) 1 owmnbok (error).

O O O O

7 BoccTtaHoBreHMe paboTocnocob6HOCTU B crniyyae 6/1IOKMPOBKU

Mo AaHHBIM OTKPbITBIX UCTOYHMKOB B HEKOTOPbIX CIly4asX cauT MoXeT BbITb
3abnokuposaH HKLIKW no npuymHe ero B3noma ¢ nocnegyowmm pasmeLleHmem
NPOTMBOMNPABHOIO KOHTEHTA W UCMOSb30BAHNEM 3II0YMbILLNEHHUKaM1 ANng
NpoBeaeHUs KOMMbIOTEPHBIX aTak Ha KPUTUYECKYHD NH(OPMAaLIMOHHYHO
MHGpacTpykTypy Poccuickon ®enepaumm B COOTBETCTBUN CO CTaTben 5
depepanbHoro 3akoHa Ne 187-d3 «O 6e3onacHOCTM KPUTUYECKON WMHOPMALMOHHON
NMHpacTpykTypbl Poccuickon depepaumm», nyHkTtom 5.1 MNpukasza PCHE Poccum ot
24.07.2018 r. Ne 366 n nyHkTtom 9 NpaBun LeHTpannu3oBaHHOIoO YyrnpaBeHUs CeTblo
cBA3N 06LLEro NoNb3oBaHWS, YTBEPXKAEHHbIX NOCTaHOBeHneM [lpaButensCcTBa
Poccuinckon ®epgepaunn ot 12 dpespansa 2020 roga Ne 127.

Broknposka npumeHsieTcs Ao momeHTa omkcaummn HKLIKA cdakta yaaneHus
NPOTUBOMNPABHOIO KOHTEHTA.

B Takom cnyvae, nocne yctpaHeHusa gedgenca, 6akgopa n ya3BMMOCTEN CBSAXKUTECH C
KomMaHaon HaunoHanbHOro KOOPANHALMOHHOIO LieHTpa No KOMMbITEPHbLIM
NHUNOEHTaMm.

107031, r. MockBa, yn. bonbwas JlybsHka, g. 1/3
Email: incident@cert.gov.ru

Cant: http://cert.gov.ru/

Ten.: +7 (916) 901-07-42



8 KoHTaKThbI

«CanbepOK» - aHeprnyHbI cTapTan, co3gaHHbIN BeTepaHaMn KnbepbesonacHoCTH,
BbIxoguamm n3 Positive Technologies n JlabopaTtopun Kacnepckoro. Mol
pa3pabaTbiBaem nepenoByto nnatgopmy knbepbesonacHocTy Ha 6ase TEXHOMOMNI C
OTKPbITbIM MCXOAHbLIM KOOOM 3aHMMaeMcsi NEHTECTamMu, paccnegoBaHNEM UHLNOEHTOB.

AO Canbep OK

123112, r. MockBa, NpecHeHckasn HabepexHas, 4.12
+7 (495) 137-7337

https://www.cyberok.ru/

info@cyberok.ru
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